
Cybersecurity for Water and Wastewater Professionals 

Course Length & Price 

3 hours (no test): $299.00 

3 hours + test: $499.00 

*Please pay on-site with check or credit card*

Details: 

• Hilton Milwaukee City Center |
Milwaukee, WI

• Juneau Room (5th Floor)
• September 13, 2021, 9:00 AM – 12:00 PM

(course only) test will be taken after lunch.

Course Overview 
This course is specifically designed for drinking water and wastewater operators who want to better protect 
their utilities from cybersecurity breaches. The course focuses on 7 critical areas which are listed below.  
In addition, this course prepares students for the CMCP exam should they wish to sit for the exam after the 
course or at a later date.  

This class (as well as the exam) are comprised of the following 7 domain areas: 
• Core mission critical concepts
• Risk management
• Safety, physical & cyber security
• Change management
• Operations
• Business Continuity
• Mission critical system design

About Certified Mission Control Professional (CMCP) Certification

Developed by hundreds of mission critical professionals across the 16 sectors of critical infrastructure (as 
identified by CISA https://www.cisa.gov/critical-infrastructure-sectors) the CMCP exam validates an 
individual’s fundamental knowledge of industry best practices necessary to operate in a mission critical 
environment. Those holding the CMCP designation signal to the industry that they are equipped with the 
requisite knowledge and skills necessary to handle mission-critical security and threats safely and 
effectively.

Benefits of Taking This Course 

This course educates essential workers in the water industry how to better protect their systems and also 
prepares them to sit for the CMCP exam should they elect to pursue this certification. The CMCP 
certification provides independent assurance that a candidate has a fundamental understanding and 
knowledge to be a mission critical professional. As a certified mission critical professional an individual will 
be better prepared for their role, and employers will benefit from reduced in-house training requirements 
and increased productivity. 
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Learning Outcomes/Objectives 

Upon completion of this course, attendees will be able to: 
• Describe the key concepts in mission critical operations. 

• Identify the key standards and regulations relating to mission critical operations. 

• Describe the technology and solutions employed in mission critical systems. 

• Operate mission critical systems safely and securely, in accordance with standard operating 

procedures. 

• Apply the principles of risk management to understand and address risk in mission critical operations. 

• Respond to physical and cyber emergencies in mission critical environments. 

Attendees will cover: 

• Key concepts in mission critical operations. 

• Standards and regulations relating to mission critical organizations. 

• Mission critical system technologies. 

• Mission critical operations activities. 

• Safety and physical security in mission critical organizations. 

• Risk management methodologies. 

• Emergency response preparation and execution. 

Optional Text Used in Course 

Mission Critical Operations Primer, Mustard, ISA (ISBN 978-1-945541-71-1) 

https://www.mccerts.com/product/cmcp-primer-online-course/ 

Register Now: https://nrwa.org/cmcp-registration/  

https://www.mccerts.com/product/cmcp-primer-online-course/
https://nrwa.org/cmcp-registration/
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About the Trainer 
Steve Mustard PE CEng FIET CAP GICSP CMCP 
 
Steve Mustard is an industrial automation consultant with extensive technical and management experience 
across multiple sectors. He is a licensed Professional Engineer (PE), ISA Certified Automation 
Professional® (CAP®), UK registered Chartered Engineer (CEng), European registered Engineer (Eur 
Ing), GIAC Global Industrial Cyber Security Professional (GICSP), and Certified Mission Critical 
Professional (CMCP). 
 
Backed by 30 years of software development experience, Mustard specializes in: the development and 
management of real-time embedded equipment and automation systems; and the integration of real time 
processing, decision-support and other disparate systems to improve business processes. He serves as 
president of National Automation, Inc. 
 
Mustard writes and presents on a wide array of technical topics and is the author of ‘Mission Critical 
Operations Primer”, published by ISA. He has also contributed to other technical books, including the 
Water Environment Federation’s “Design of Water Resource Recovery Facilities, Manual of Practice No.8, 
Sixth Edition”. 
 
Mustard’s previous and current client list includes: the UK Ministry of Defense; NATO; major utilities, such 
as Anglian Water Services and Sydney Water Corporation; major oil and gas companies, such as BP, BG 
Group and Shell; Fortune 500 companies, such as Quintiles Laboratories; and other leading organizations. 
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